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Today we are going to learn about...

* Interrupts

* Polling vs. Interrupts

* Vector Tables
Stacking and Unstacking
Interrupt Control Registers
Interrupt Flow Control
Interrupt Priorities

* Nested Vector Interrupt Controller (NVIC)



Asynchronous Events

* During a program execution, there can be many “events”

Application ILllegal Peripheral needs

makes a instruction attention / has
systems call execution completed an action

How do we know that an event has occurred?



Detecting an event has occurred

Vs L

* Repeatedly pollthe * Letthe
app/processor/periphe app/processors/peripheral
rals notify us instead

* When an event occurs,  Take action when a
detect this via a poll notification occurs (or

and take action. shortly after)



Polling Drawbacks

Example: Push button to turn on LED

mov
mov

loop: ldr

str

rQ,
rl,
r2,
r2,

b loop

#0x4
#0x5
[rO,
[r1,

#0]
#0]

o0 o© o° o©°

o\

push button MMIO address

LED MMIO address

read value from switch [1 cycle]

save value to LED
repeat these steps

Software is continuously looping, polling, and reacting

Responses are fast, average 3 cycles!

Doesn’t do anything else useful

[1 cycle]
[1 cycle]



Polling Drawbacks

Example: Push button to turn on LED and run “do some work”

o\°

mov r0, #0x4
mov rl, #0x5

loop: 1dr r2, [r0, #0]
str r2, [rl, #0]
bl do some work
b loop

push button MMIO address

LED MMIO address

read value from switch [1 cycle]
save value to LED [1 cycle]

do some work [100 cycles]

repeat these steps [1 cycle]

o® o° o o©

o\°

 Added function that “does some work” ... 100 more cycles
* Whenever we are “doing some work” we are not polling the push button
 Latencyincreasedto~103 cycles for polling!



Polling scales very poorly!

o\©

mov r(0, #0x4

mov rl, #0x5
loop: 1dr r2, [r0, #0]

str r2, [rl, #0]

bl do some work

bl do other work

push button MMIO address

LED MMIO address

read value from switch [1 cycle]
save value to LED [1 cycle]

do some work [100 cycles]

do other work [100 cycles]

o® o\© o©

o\©

U

o\©

bl even more work
b loop

even more work [10,000 cycles]
repeat these steps [1 cycle]

o\°

- —— = ——

——

Your system becomes less responsive to external events

(e.g., push button press)



AN Do better with interrupts!

An interrupt informs a program of an event and breaks execution flow

An event occurs that causes the CPU to stop executing
the current program

Begin executing a special piece of code (aka Interrupt Service Routine)

The Interrupt Service Routine (ISR) does some small amount of work and then
resumes the interrupted program.



Types of Interrupts

Instruction / System Faults

Examples Examples
* [llegal/unimplemented instruction * Power failure
* Divide by O * Button push
* SPl or12C Communication Bus
Names
* System Exception Names
* InternalInterrupt * Interrupt

* Externallnterrupt

10



High-level Interrupt Overview

” Interrupt signalis generated (hardware, sometimes firmware)

e Determine which interrupt fired and what code to execute

Halt main code execution and run Interrupt Service Routine (ISR)

Return processor to original state and continue old program

11



How do we get an interrupt from a peripheral to
the core?

APB Peripherals

Cortex-M4 Processor Core

I-CODE
Timer
Interrupt Controller (NVIC) PWM
UART
Trace and Debug Interface Instruction  CTPNNS SPI
- Memory 12C
Interrupts ; . . . o OpAmp
Arithmetic Logic Unit (ALU) S Data DCA
D-CODE CZB 4 SRAM
Instruction Fetch f Advanced Peripheral
sl
% Bus (APB)
i <
Instruction Decoder System Bus - AHB jco APB
Bridge AHB Peripherals

Register Bank

GPIO
ADC
Camera
USB

Advanced High-performance
Bus (AHB)

Memory Interface




Interrupt Overview

Main Program

void main () {

0x00000058 EXTIO_IROQ

0x00000004 Reset Handler

0x00000000 | Top of Stack

Interrupt Vector Table
0x000001 34 ADC1_IRQ
0x0000005C EXTI1 TRQ

Interrupt Service
Routine (ISR)

void EXTI1 TIRQ() {

13



Interrupt Overview

Main Program

void main () {

0x00000058 EXTIO_IROQ

0x00000004 Reset Handler

0x00000000 | Top of Stack

Interrupt Vector Table
0x000001 34 ADC1_IRQ
0x0000005C EXTI1 IRQ

Interrupt Service
Routine (ISR)

void EXTI1 TIRQ() {
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Instruction Memory

r OXFFFFFFFFE

0.5GB i System
= 0xE0000000

1GB < External Devices

> 0xA0000000

1GB < External RAM

N 0x60000000

0.5GB sr Peripheral

N 0x40000000

N~ 0x20000000 _
f

0.5GB <

0.5GB

\. 0x00000000

Ox1FFFFFFF

0x081FFFFF ~

Internal
> Flash

Memory

(2 MB)

0x08000000

Interrupt Vector Table

Initial MSP
0x00000000



Interrupt Overview

SysTick
(System Tick Timer)

NMI

IRQs

Configuration
Registers

-------------------------------------

VVYVYVYY
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Looking up IRQs

Interrupt signals sent to the NVIC are called
Interrupt Requests (IRQs)

Each IRQ has an assigned number
* ARM supports up to 256 IRQs
* STM32L4R has 96 + 16

The first 16 interrupts are called System
Exception and are defined by the ARM CMSIS

When the NVIC receives an IRQ it uses the
to look up the memory
address of the function in the vector table

System
Exceptions <

Y = -
- N (2

) ' 1 1 ] ' ' | ' -
© © ~N [} a » (2] N - o - N (%) » (3] 2] N © © o

S 4 44
w N =2 ©°

1
=
B

0
-
3]

.
-16

Interrupt

0x00000074
0x00000070
0x0000006C
0x00000068
0x00000064
0x00000060
0x0000005C
0x00000058
0x00000054
0x00000050
0x0000004C
0x00000048
0x00000044
0x00000040
0x0000003C
0x00000038
0x00000034
0x00000030
0x0000002C
0x00000028
0x00000024
0x00000020
0x0000001C
0x00000018
0x00000014
0x00000010
0x0000000C
0x00000008
0x00000004

0x00000000

Memory

Number Address

DMA1_Channel3_IRQHandler

DMA1_Channel2_IRQHandler

DMA1_Channel1_IRQHandler

EXTI4_IRQHandler

EXTI3_IRQHandler

EXTI2_IRQHandler

EXTI1_IRQHandler

EXTIO_IRQHandler

RCC_IRQHandler

FLASH_IRQHandler

RTC_WKUP_IRQHandler

TAMPER_STAMP_IRQHandler

PVD_IRQHandler

WWDG_IRQHandler

SysTick_Handler

PendSV_Handler

Reserved

DebugMon_Handler

SVC_Handler

Reserved

Reserved

Reserved

Reserved

UsageFault_Handler

BusFault_Handler

MemManage_Handler

HardFault_Handler

NMI_Handler

Reset_Handler

Top_of_Stack

Memory Contents (32 bits)

18



Program Status Register (PSR)

24 23 22 21 20 19 18 17 16 15 14 13 12 11

31

30

28

27

26 25

7 9 8 7 6 5 4 3 2 1 0

N

Y4

C

\'

Q

IT[7:6]

T | Reserved GE[3:0]

IT[5:0]

0 or Exception Number

—» Thumb State Flag

» Overflow Flag

» Carry/Borrow Flag

» Negative or less than Flag

» Zero Flag

» Stick Saturation Flag or SSAT or USAT

— [T[7:0] If-Then bits

GE[3:0] Greater or equal flags
(only available on Cortex-M4 and M7)



Looking up IRQs

How do we calculate the address that holds the

pointer of the ISR for interrupt n?

Address of pointer =64 + 4 x n

Example: EXTI1_IRQn =7

Address of pointer to EXTI1 ISR =

Example: SysTick_IRQn = -1

Address of pointer to EXTI1 ISR =

64 +4x7
92
Ox5C

64 +4 X (-1)
60

13 0x00000074 DMA1_Channel3_IRQHandler
12 0x00000070 DMA1_Channel2_IRQHandler
" 0x0000006C DMA1_Channel1_IRQHandler
10 0x00000068 EXTI4_IRQHandler
9 0x00000064 EXTI3_IRQHandler
8 0x00000060 EXTI2_IRQHandler
7 0x0000005C EXTI1_IRQHandler
6 0x00000058 EXTIO_IRQHandler
5 0x00000054 RCC_IRQHandler
4 0x00000050 FLASH_IRQHandler
3 0x0000004C RTC_WKUP_IRQHandler
2 0x00000048 TAMPER_STAMP_IRQHandler
1 0x00000044 PVD_IRQHandler
0 0x00000040 WWDG_IRQHandler
-1 0x0000003C SysTick_Handler
-2 0x00000038 PendSV_Handler
-3 0x00000034 Reserved
-4 0x00000030 DebugMon_Handler
-5 0x0000002C SVC_Handler
-6 0x00000028 Reserved
-7 0x00000024 Reserved
-8 0x00000020 Reserved
-9 0x0000001C Reserved
-10 0x00000018 UsageFault_Handler
-1 0x00000014 BusFault_Handler
-12 0x00000010 MemManage_Handler
-13 0x0000000C HardFault_Handler
-14 0x00000008 NMI_Handler
0x00000004 Reset_Handler
0x00000000 Top_of_Stack
Interrupt  Memory .
Number Address Memory Contents (32 bits)



Annhouncements

 Lab 1is duetoday
* HW 2 due next Wednesday (10/14)
 Lab 2 due next Friday (10/16)

* When submitting lab assignments, do not embed photos in the README
 We can’t see the photos on Gradescope
* README is only for written answers
* Add all mediafiles directly to the repo

* Make sure you are submitting to the correct assignment
* Lab 1tothe Lab 1 Assignment
* Lab2tothe Lab 2 Assignment
* HW1tothe HW 1 Assighment
* etc.

* Projectldea due next Tuesday

* Project selection next Thursday (attendance required)
* Pizza will be served! ]?

21



Final Project Guidelines

Final project must apply the
concepts and skills you have learned
in this class to a problem or
application that is different from
what you have done so far

Need to demonstrate at least three
of the following:

Bus interfacing

Serial communication
Interrupts

Interfacing with external
peripherals

5. Analog-to-digital and/or digital-
to-analog conversion

o=

Project Title

Project description and image goes here
* 100words orless
* Image can be hand drawn
* Include what components you
might need

Add a star if you are particularly
excited about an idea and would like
to pitch it to the class

*

22




Final Project Timeline

Project I[dea Submissions
* Week 4(10/13)

Project Selection and Team Formation
* Week 4 (10/15)

Proposal Review (optional, but recommended)
* Meet with the course staff to discuss your idea and finalize specifications
* Sign-up sheet for meetings will be posted next week

* Project parts - try to keep it around $30
* We already have some parts stocked (e.g., cameras)

Finalize project proposal
* Week 6(10/27)
Project Progress Updates

* Week 11 (12/1)
* Meet with course staff

23



Final Project Grading

* 50% for successful completion

* 40% for difficulty components

* Basic Example: Digital Alarm Clock

* Time keeping
Displaying the current time, setting the time, setting the alarm, snooze (alarm delay)
Demonstrates: bus interfacing, interrupts
Does not extend any of the areas beyond what you’ve previously done in labs
To meet the difficulty requirement you could consider:

* Alternate display device (show hours, minutes, and seconds)
* Use sensors for “clap” activated snooze

* 5% for documentation and presentation

24



Project Idea Examples

* ”"Smart” Flower Pot
* Moves towards sunlight
* Tracks soil moisture
* Displays plant health status

* Fitness tracker
* Track number of steps/movement
* Wirelessly transmit data back to smart phone

e “Smart” Lamp
* Capacitive touch to control LED brightness and color

 Wireless Weather Station

25



Quiz Section

* First quiz section will combine lab 1 and 2.

* Sign-up sheet will be made available soon

* Plan for ~7-min Zoom session

* The goalis to go over whatyou did in your lab assignments
* Be prepared to share your code

* Questions are about the assignment and going over what you learned

26



Interrupt Overview

SysTick
(System Tick Timer)

NMI

IRQs

Configuration
Registers

-------------------------------------

VVYVYVYY
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Interrupt Signal vs. Interrupt Number

Each unique interrupt signal is associated with a

unique interrupt number

This association allows the Nested Vectored
Interrupt Controller (NVIC) to call the correct
Interrupt Service Routine (ISR)

The location and content of the ISR is defined by

the programmer

Peripheral

Peripherals

NMI Cortex-M
Processor
Core
IRQs NVIC

System
exceptions
Bus Interface

Configuration
Registers

Internal Bus Interconnect



Quick Overview

IRQ Signal sent to
NVIC is:
EXTI3_IRQn=9

External Interrupt
occurs on rising edge of
pin PA.3

‘ NVIC calculates the memory address
that contains the location of
EXTI3_IRQHandler 0x65=64+4x9

Nested-Vector
Interrupt Controller
(NVIC)

Interrupt Vector
Table

(located in memory)

The NVIC sets the PC to the address of the Interrupt
Service Routines PC = EXTI3_IRQHandler

Cortex-M4

Processor Core
(PC=EXTI3_IRQHandler)

Retrieves the address memory of
the EXTI3_IRQHandler




Quick Overview

EXTI3

v

v

v

v

v

v

v

NVIC

13

12

1

10

-1
-2
-3
-4
-5
-6
-7

-8

Interrupt
Number

0x00000074
0x00000070
0x0000006C
0x00000068
0x00000064
0x00000060
0x0000005C
0x00000058
0x00000054
0x00000050
0x0000004C
0x00000048
0x00000044
0x00000040
0x0000003C
0x00000038
0x00000034
0x00000030
0x0000002C
0x00000028
0x00000024
0x00000020
0x0000001C
0x00000018
0x00000014
0x00000010
0x0000000C
0x00000008
0x00000004

0x00000000

Memory
Address

DMA1_Channel3_IRQHandler

DMA1_Channel2_IRQHandler

DMA1_Channel1_IRQHandler

EXTI4_IRQHandler

EXTI3_IRQHandler

—p void EXIT3_IRQHandler(){

EXTI2_IRQHandler

EXTI1_IRQHandler

EXTIO_IRQHandler

RCC_IRQHandler

FLASH_IRQHandler

RTC_WKUP_IRQHandler

TAMPER_STAMP_IRQHandler

PVD_IRQHandler

WWDG_IRQHandler

SysTick_Handler

PendSV_Handler

Reserved

DebugMon_Handler

SVC_Handler

Reserved

Reserved

Reserved

Reserved

UsageFault_Handler

BusFault_Handler

MemManage _Handler

HardFault_Handler

NMI_Handler

Reset_Handler

Top_of_Stack

Memory Contents (32 bits)

30



Question

If Pin PA.3 goes high, the process branches to "some code.” After
the ISR returns, the process continues as if nothing happened.

We know that an ISR must be ABlI-compliant.

What other state information must be saved for the processor to
resume its original execution?

31



ISR Stacking and Unstacking



Recap: Application Binary Interface (ABI)

Defines:

How compiled programs should interface at the binary level...how
functions receive arguments and return values

Some Basic Rules:

1. Registers RO, R1, R2, and R3 are used to pass input parameters into a
C function

2. Functions must preserve the values of registers R4-R11

Return parameter is placed in RO

4. Push and pop an even number of registers to maintain an 8-byte
alignment in the stack.

@

33



ISR Stacking and Unstacking

(/> XxXxxxxxx | 0x20
Old SP Ox1C
xPSR 0x18
Stacking Unstacking PC (R15) 0x14
" LR (R14) 0x10
R12
User Program er Prog . 0x0C
> 0x08
Interrupt Exit . R2
Occurs Interrupt Time 0x04
SP— RT 0x00
RO
Stacking: When an interrupt occurs, the processor Unstacking: The processor automatically pops

automatically pushes the eight registers into the main stack these eight registers out of the main stack when an
before an interrupt handler starts interrupt handler exits

37



Special Register Modes

General Purpose Registers

Stack pointer
Link Register

Program counter

RO
R1
R2
R3
R4 Special Registers
R5 PSR Program Status Register
R6 PRIMASK
Exception Mask
R7 FAULTMASK Registers
R8 BASEPRI
R9 CONTROL Control Register
R10
R11
R12
R13 R13 (MSP) R13 (PSP)
R14
R15

Main Stack Pointer (MSP)

Used for simple bare-metal applications
In this class we will always use the MSP

Process Stack Pointer (PSP)

Used for OS applications

38



Which stack to use when exiting an interrupt?

The Link Register (LR) has two usages:

a LR = address of the instruction
iImmediately after BL

LR indicates whether MSP or
PSP is used to restore registers
when exiting an interrupt

Link Register (LR)

Return Mode

Return Stack

OxFFFFFFF1 Handler SP = MSP
OxFFFFFFF9 Thread SP = MSP
OxFFFFFFFD Thread SP = PSP

39




Example

RO 0 XX XXXXXX
1
i broc Address — R1 0x200001FC
- 0x08000044 R2 2 0x200001F8
R3 3 0x200001F4
/N R4 4 0x200001F0
MOV r3, #0
R12 12 0x200001EC
R13 (SP) 0x200001E8
ENDP R14 (LR) 0x08001001 0x200001E4
R15 (PC) 0x08000044 O0x200001EO0
SysTlck_Haaner PROC 0x200001DC
EXPORT SysTick Handler
ADD r3, #1 PSR| 0x21000000 0x200001D8
ADD r4, #1 0x200001D4

BX 1lr
ENDP

Address = 0x0800001C Memory

40



Example

RO
R1
Address =
in PR
_main FROC 0x08000044 R2
R3
R4
& MOV r3, #0
R12
R13 (SP)
ENDP R14 (LR)
R15 (PC)
SysTick Handler PROC
EXPORT SysTick Handler
ADD r3, #1 PSR

ADD r4, #1
BX lr
ENDP

Address =
0x0800001C

1T W N RO

12

OxFFFFFFF9

0x0800001C

0x21000000

PSR
PC
LR

R12
R3
R2
R1
RO

XXX XXXXX

0x21000000

0x08000044

0x08001001

12

Ol = DN W

Memory

0x20000200
0x200001FC
0x200001F8
0x200001F4
0x200001F0O
0x200001EC
0x200001E8
0x200001E4

0x200001DC

0x200001DO0O
0x200001C5

41



Example

RO
R1
Address =
in PR
_main FROC 0x08000044 R2
R3
R4
& MOV r3, #0
R12
R13 (SP)
ENDP R14 (LR)
R15 (PC)
SysTick Handler PROC
EXPORT SysTick Handler
ADD r3, #1 PSR

ADD r4, #1
BX lr
ENDP

Address =
0x0800001C

(S0 B = BN AN B - =)

12

OXFFFEFFFEO

0x0800001C

0x21000000

PSR
PC
LR

R12
R3
R2
R1
RO

XXX XXXXX

0x21000000

0x08000044

0x08001000

12

Ol = DN W

Memory

0x20000200
0x200001FC
0x200001F8
0x200001F4
0x200001F0O
0x200001EC
0x200001E8
0x200001E4

0x200001DC

0x200001DO0O
0x200001C5

42



Example

RO
R1
] Address =
_main FROC 0x08000044 R2
R3
R4
MOV r3, #0
R12
R13 (SP)
ENDP R14 (LR)
R15 (PC)
SysTick Handler PROC
EXPORT SysTick Handler
ADD r3, #1 PSR

ADD r4, #1
BX lr
ENDP

Address =
0x0800001C

Nl w| NI ] O

12

0x08001001

0x08000044

0x21000000

PSR
PC
LR

R12
R3
R2
R1
RO

XXX XXXXX

Memory

0x200001FC
0x200001F8
0x200001F4
0x200001F0O
0x200001EC
0x200001E8
0x200001E4
0x200001EOQ
0x200001DC
0x200001DO0O
0x200001C5
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Recap: Interrupt Number

ARM Cortex — M Supports up to 256 interrupts.

* Thefirst 16 are system exceptions.

* CMSIS defines their interrupt numbers as negative
* Defined by ARM core

* Theremaining 240 are peripheral interrupts.
* Peripheralinterrupt number starts with O
* Defined by chip manufacturers

* STM32L4R5 has 96 peripheral interrupts



Open Questions

How do we set up and control interrupts?
What if some interrupts are more important than others?

What if the processor gets an interrupt while itis
handling another interrupt?

What if we are in a “critical section of code?”

45



Interrupt Control Registers



Controlling Interrupts

Accessing the Cortex - M4 NVIC registers using CMSIS

* Primary interrupt management with bit-level access to individual interrupt control bits

« Standard interface that enables cross-device functionality

Device Manufacturer Registers

* Control specific peripheral functions, including generating the initial interrupt signal going to
the NVIC

48



Interrupt Control Registers

Interrupt Set-Enable Register (ISER), Read/Write
Interrupt Clear-Enable Register (ICER), Read/Write

Interrupt Set-Pending Register (ISPR), Read/Write
Interrupt Clear-Pending Register (ICPR), Read/Write

Interrupt Active Bit Register (IABR), Read only

Interrupt Priority Register (IPR), Read/Write

Enable and Disable

Triggered interrupts are Pending
Manually Clear and Set

Identify which interruptis active

Set the priority of individual
interrupts

49



Method 1: CMSIS Access NVIC Functions

Enable an interrupt void NVIC EnableIRO(IRQn Type IRQn);

Disable an interrupt void NVIC DisableIRO(IRQn Type IRQnN);

Setan interruptline as vold NVIC SetPendinglIRO (IRQn Type IRQOn);

pending

Clear the pending flag void NVIC ClearPendingIRQ (IRQn Type IRQn);

Check if IRQ is pending uint32 t NVIC GetPendingIRQO(IRQn Type IRQn);

Check if IRQ is active uint32 t NVIC GetActive (IRQn Type IRQn);

Set the interrupt priority void NVIC SetPriority (IRQn Type IRQn, uint32 t priority);

Get the interrupt priority uint32 t NVIC GetPriority (IRQn Type IRQn);




Method 2: Manufacturer (Peripheral) Registers

Name Address Type Description
NVIC ISER OxEOOOE100 — OxEOOOE11C R/W | Interrupt Set-enable Registers
NVIC ICER OxEOOOE180 — OxEOOOE19C R/W | Interrupt Clear-enable Registers
NVIC ISPR OxEOOOE200 — OxEOOOE21C R/W | Interrupt Set-pending Registers
NVIC ICPR OxEOOOE280 — OxEOOOE29C R/W | Interrupt Clear-Pending Registers
NVIC IABR OxEOOOE300 — OxEOOOE31C R Interrupt Active Bit Registers

NVIC_IPR OxEOOOE400 — OXEOOOQE47F R/W | Interrupt Priority Registers
NVIC STIR OxEOOOEFOO WO Software Trigger Interrupt Register
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10
10

11
11

12
12

13
13

14
14

ISER

Interrupt Set Enable Register 0 (ISERO)

°

°
15
15

16
16

17
17

18
18

19
19

20
20

21
21

22
22

23

24

25

26

27

28

29

30

Register Layout Example

31

\31 30 29 28 27 26 25 24 23

Register
Index
Enable
Bit

DUl dNIIVMOOAM
DY AS LNONMOYE
DYl AE LNONMOYE
DUl INIAFHOLVIND LY
DYl N Nd

DYl VN3

DYl dvI EN

DY 0 IWAN3

DYl T WAN3

DYl VING
DYl 0 VN
DYl T 1dvN
DUl 0 1dS

0l T 1dS

oYl 0 D1l

DYl LYIWVAINS 0 DTl
DUl SNAINS 0 Dl
DYl T 2T

DYl LYIVAINS T DT
DYl SNAINS T Dl
DYl T Y3INIL

DYl ¢ ¥INIL

DYl D011d

VYl 1SOMD011d

DY Y0YYT INg

[SEUSERNCH|
[SEUSERCH|
[SEUSEREN|
[SEUSEREN|
PoAlasSay

PoAlaSay

DYl gv4

\

Interrupt
Number

32

33

34

35

36

37

38

39

40

41

10
42

11

12
44 43

13
45

14
46

15
47

16
48

17

18
50 49

19
51

20
52

21
53

Interrupt Set Enable Register 1 (ISER1)

22
54

55

56

57

58

59

60

61

62

63

\31 30 29 28 27 26 25 24 23

\

Register
Index
Enable
Bit

VYl 0 0IdD

DYl T 0IdD

DYl ¢ 0IdO

DYl € 0IdO

VYl ¥ 0IdD

VYIS 0IdD

DYl 9 0IdD

DYl £ 0IdD

DYl 8 0IdD

DYl 6 0IdD

DYl 0T 0IdD

DYl TT 0IdD

VYl ZT 0IdO

VYl €T 0IdO

VYl YT 0IdD

DYl ST 0IdD

DYl 9T 0IdD

DYl LT 0IdD

DYl 8T 0IdD

DYl 6T 0IdD

VYl 07 0IdO

VYl TZ 0IdO

DYl ¢ 0I1dD

VYl €C 0I1dD

VYl 2 0IdD

DYl ST 0IdD

DYl 92 0IdD

DYl LT 0IdD

VYl 87 0IdO

DYl 67 0IdD

DYl 0¢ 0IdD

DYl 1€ 0IdD

Interrupt
Number
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ISERO

ISER1

ISER2

Register Layout Example: ISER

Interrupt Set-Enable Register

31| 30 29| 28 27) 26 25| 24| 23| 22| 21 20, 19 1§ 17| 16 15 14 13} 12 11} 10f 9 8 7 6 5 4 3 2 1 0
63| 62 61 60 591 58 57 56 55 54 531 521 51 501 49 48 47| 46| 45| 44 43| 42 41 40 39 38 37| 36 35 34 33 32
95 94 931 921 911 90 89 87| 86 85 84 831 821 81 80 79 78 77| 76| 75 74 73| 72 71 70 €9 68 67| 66 65 64 63

STM32L4R5 only has 96 interrupts + 16 ARM CMSIS
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ISER and ICER

Core peripherals PM0214

43.2 Interrupt set-enable register x (NVIC_ISERX)
Address offset: 0x100 + 0x04 * x, (x=01to 7)
Reset value: 0x0000 0000
Required privilege: Privileged
NVIC_ISERO bits 0 to 31 are for interrupt 0 to 31, respectively
NVIC_ISER1 bits 0 to 31 are for interrupt 32 to 63, respectively

NVIC_ISERS bits 0 to 31 are for interrupt 192 to 223, respectively
NVIC_ISERT7 bits 0 to 15 are for interrupt 224 to 239, respectively

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
SETENA[31:16)

rs | rs I rs | rs | rs | rs | rs | rs I s rs I rs I rs | rs | rs | rs rs

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
SETENA[15:0]

rs | rs I rs | rs | rs | rs | rs | rs I s rs I rs I rs | rs | rs | rs s

PM0214 Core peripherals

4.3.3 Interrupt clear-enable register x (NVIC_ICERX)
Address offset: 0x180 + 0x04 * x, (x=0to 7)
Reset value: 0x0000 0000
Required privilege: Privileged
NVIC_ICERO bits 0 to 31 are for interrupt 0 to 31, respectively
NVIC_ICER1 bits 0 to 31 are for interrupt 32 to 63, respectively

NVIC_ICERS bits 0 to 31 are for interrupt 192 to 223, respectively
NVIC_ICERT bits O to 15 are for interrupt 224 to 239, respectively

Bits 31:0 SETENA: Interrupt set-enable bits.
Write:
0: No effect
1: Enable interrupt
Read:
0: Interrupt disabled
1: Interrupt enabled.

If a pending interrupt is enabled, the NVIC activates the interrupt based on its priority. If an
interrupt is not enabled, asserting its interrupt signal changes the interrupt state to pending,
but the NVIC never activates the interrupt, regardless of its priority.

Bits 16 to 31 of the NVIC_ISER7 register are reserved.

Nofe: The number of interrupts is product-dependent. Refer to reference manual/datasheet of
relevant STM32 product for related information.

3 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
CLRENA[31:16]
rc_wi | rc_wl Irc_wi | re_wi |n:_w1 | rc_wi | rc_wi | rc_wi I re_wl rc_wi I rc_wi l rc_wi | rc_wi | rc_wi | rc_wi re_wl
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
CLRENA[15:0]
rc_wi | rc_wi Irc_wl | rc_wi |n:_w1 | rc_wi | rc_wi | rc_wi ‘ rc_wi rc_wil I rc_wi [ rc_wi | rc_wi | rc_wi | rc_wi rc_wi

Bits 31:0 CLRENA: Interrupt clear-enable bits.
Write:
0: No effect
1: Disable interrupt
Read:

0: Interrupt disabled
1: Interrupt enabled.

Bits 16 to 31 of the NVIC_ICERT register are reserved.

Note: The number of interrupts is product-dependent. Refer to reference manual/datasheet of
relevant STM32 product for related information.



ISPR and ICPR (Pending and Clear Pending

PM0214 Core peripherals

4.3.5 Interrupt clear-pending register x (NVIC_ICPRXx)
Address offset: 0x280 + 0x04 * x, (x=0to 7)
Reset value: 0x0000 0000
Required privilege: Privileged
NVIC_ICPRO bits 0 to 31 are for interrupt 0 to 31, respectively
NVIC_ICPR1 bits 0 to 31 are for interrupt 32 to 63, respectively

NVIC_ICPR6 bits 0 to 31 are for interrupt 192 to 223, respectively
NVIC_ICPR7 bits 0 to 15 are for interrupt 224 to 239, respectively

3| 30 23 28 27 26 25 24 23 22 21 20 19 18 17 16

CLRPEND(31:16]

rc_wi | rc_wi Irc_wl | rc_w1 |rc_w‘| | ro_wi | rc_wi | rc_wi ‘ rc_wil rc_wi I re_wi I rc_wi | rc_wi | ro_wi | rc_wi re_wl

15 14 13 12 1 10 9 8 7 5] 5 4 3 2 1 ]

Core peripherals PM0214
43.4 Interrupt set-pending register x (NVIC_ISPRx)
Address offset: 0x200 + 0x04 * %, (x=0to 7)
Reset value: 0x0000 0000
Required privilege: Privileged
NVIC_ISPRO bits 0 to 31 are for interrupt 0 to 31, respectively
NVIC_ISPR1 bits 0 to 31 are for interrupt 32 to 63, respectively
NVIC_ISPR6 bits 0 to 31 are for interrupt 192 to 223, respectively
NVIC_ISPRT7 bits 0 to 15 are for interrupt 224 to 239, respectively
| 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
SETPEND[31:16]
rs s I rs | rs | rs | rs | rs | rs I s rs I rs rs | rs | rs | rs rs
15 14 13 12 1 10 9 8 T 6 5 4 3 2 1 o
SETPEND[15:0]
s rs I rs | s | rs | rs | rs | rs I s rs I rs rs | rs | rs | rs rs

CLRPEND([15:0]

Bits 31:0 SETPEND: Interrupt set-pending bits
Write:
0: No effect
1: Changes interrupt state to pending
Read:
0: Interrupt is not pending
1: Interrupt is pending

Writing 1 to the ISPR bit corresponding to an interrupt that is pending has no effect.
Writing 1 to the ISPR bit corresponding to a disabled interrupt sets the state of that interrupt to

pending.
Bits 16 to 31 of the NVIC_ISPR7 register are reserved.

rc_wi | rc_wi Irc_wl | rc_wil |rc_w‘| | rc_wi | rc_wi | rc_wi ‘ rc_wil rc_wl I rc_wi I rc_wi | rc_wi | rc_wi | rc_wi rc_wl

Bits 31:0 CLRPEND: Interrupt clear-pending bits
Write:
0: No effect
1: Removes the pending state of an interrupt
Read:
0: Interrupt is not pending
1: Interrupt is pending
Writing 1 to an ICPR bit does not affect the active state of the corresponding interrupt.
Bits 16 to 31 of the NVIC_ICPR7 register are reserved.




Interrupt Active Status Register (IABR

Indicates which interrupt is active (Read only)

Core peripherals PM0214

4.3.6 Interrupt active bit register x (NVIC_IABRx)
Address offset: 0x300 + 0x04 * %, (x=0to 7)
Reset value: 0x0000 0000
Required privilege: Privileged
NVIC_IABRO bits 0 to 31 are for interrupt 0 to 31, respectively
NVIC_IABR1 bits 0 to 31 are for interrupt 32 to 63, respectively

NVIC_IABRS bits 0 to 31 are for interrupt 192 to 223, respectively
NVIC_IABR7 bits 0 to 15 are for interrupt 224 to 239, respectively

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
ACTIVE[31:16)

r | r I r | r | r | r | r | r I r r I r l r | r | r | r r

15 14 13 12 11 10 ] 8 7 6 5 4 3 2 1 0
ACTIVE[15:0]

r | r I r | r | r | r | r | r ‘ r r I r l r | r | r | r r

Bits 31:0 ACTIVE: Interrupt active flags
0: Interrupt not active
1: Interrupt active
A bit reads as 1 if the status of the corresponding interrupt is active or active and pending.
Bits 16 to 31 of the NVIC_IABR?7 register are reserved.
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Recap: Interrupt Registers

* Enable and disable registers
* Determine which interrupts are pending and clear them

* Check to see which interrupts are active
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Basic Interrupt Flow Control



Pending Interrupt - Simple Case

Assertion of an
interrupt request
causes the pending
status to be set

Interrupt service routine clears the

Interrupt request X

Interrupt pending
status X

interrupt request at the peripheral

Entering the interrupt handler causes the
pending status to be cleared

Handler
Processor mode Thread Thread
Entering the interrupt handler causes the
active status to be set
Interrupt active | |
status X
Processor operation ( Thread X Interrupt Handler X TI . I Thread )
_f
. Unstackin
Stacking & Exception g
Vector fetch return

Photo Credit: The Definitive Guide to ARM CORTEX - M3 and CORTEX — M4 Processors
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Pending Cleared Before Serving Interrupt

Interrupt
Request

Interrupt
Pending status

Pending status cleared by
software

Processor Thread
mode mode

Photo Credit: The Definitive Guide to ARM CORTEX - M3 and CORTEX — M4 Processors
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Group Exercise

What happensif the IRQ is not cleared?

Interrupt Interrupt request stay active
request

3 :
Interrupt .

pending status

Interrupt { .
active status

Handler mode

Processor Thread / P

mode mode
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Group Exercise

What happensif the IRQ is not cleared?

Interrupt Interrupt request stay active

request \‘

Interrupt [ ]

B \
l

pending status '
Interrupt
active stgtus Interrupt return/"l—|
Handler mode \V

Processor Thread / \A'\

mode mode Interrupt re-entered
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What happens if the interrupt request signal is pulsed
several times before the processor starts processing?

Multiple interrupt pulses
Interrupt before entering ISR

request
R ?

Interrupt
pending status

Interrupt
active status

Processor Thread ’)
mode mode *
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What happens if the interrupt request signal is pulsed
several times before the processor starts processing?

Multiple interrupt pulses
Interrupt before entering ISR

request

Interrupt
pending status

Interrupt
active status

Handler mode

Processor Thread
mode mode Interrupt return




What happens if an interrupt request occurs again during
the execution of an ISR?

Interrupt request

Interrupt pulsed again
Request
Interrupt °

pending status

Interrupt ?
active status

Handler mode

Processor Thread / P

mode mode




What happens if an interrupt request occurs again during
the execution of an ISR?

Interrupt request

Interrupt pulsed again
Request

\ Interrupt pended
Interrupt again

pending status

Interrupt ||
active status

Handler mode

Processor Thread Interrupt return /'\/\
mode mode

Interrupt re-entered
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Interrupt Priorities



Interrupt Priority

Determines the order of service
when two or more requests are
made simultaneously

Allows a higher priority request
to suspend a lower priority
request currently being processed

Typically, if two requests have the
same priority, we do not allow
them to interrupt each other

Assign a priority level to each
interrupt trigger

Address

Name Type

OXFFFFFFFF

0.5GB System
0XE0000000

1GB External Devices

External RAM

0x60000000

0.5GB {:
0x40000000

0.5GB {:
0x20000000

0.5GB

Peripheral

0x00000000

Description

OxEOOOE400 | PRI_O R/W Priority level external interrupt #0
OxEOOOE401 PRI_1 R/W Priority level external interrupt #1
OxEOOOE41F | PRI_31 R/W Priority level external interrupt #31
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Interrupt Priority

Lower priority means higher urgency

If Interrupt A has a priority of 1 and
Interrupt B has a priority of 5, then A

has a higher importance than B




Interrupt Priority

Fixed Priority for Reset, Hard Fault, and NMI

Exception IRQn Priority
Reset N/A -3 (highest)
Non-maskable Interrupt -14 -2 (2"9 highest)
Hard Fault -13 -1 (3" highest)
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Interrupt Priority

Interrupt priority is configured by the Interrupt Priority Register (IPR)

Each priority consists of two fields, including preempt priority number and
subpriority number

Priority Byte

Bit7 | Bité Bitd Bit4

I ™

Sub-priority

Preemption priority The sub-priority number

The preempt priority determines the order when
number defines the multiple interrupts are
priority for preemption pending with the same

prempt priority number



What is interrupt preemption?

If the processor is handling one interrupt
and a higher-priority interrupt occurs, it
can pause that work and immediately
switch to handling the more important

interrupt.
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Preemption and Sub-priority Configuration

You can change the allocation of the register bits for preemption and sub-priority

NVIC SetPriorityGrouping (uint32 t PriorityGroup)

# of preemption bits # of sub-priority bits

0 0 4
1 1 3

2 (default) 2 2
3 3 1
4 4 0

Default . . : :
_ Bit 7 Bit 6 Bit5 Bit 4
n=2
. J\\ J
Y Y

Preemption Sub-priority
priority 75



Masking Priority Register

Base Priority Register (BASEPRI)

Disable all interrupts with less urgency
* Forcritical code, only certain interrupts are allowed
* BASEPRI: Disable all interrupts of specific priority level or higher priority level

// Disable interrupts with priority value same or higher
set BASEPRI( 5 << 4)

// Critical code

// Remove BASEPRI masking
___set BASEPRI (0);
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Exception-masking Registers

PRIMASK: Used to disable all exceptions except non-maskable interrupt (NMl)
and hard fault

V:.riteb: tOlT.R'tMASKttO MOV RO, #1 Write 0to PRIMASKto MOV RO, #0
'Saefcaeplan,lrlr“ps MSR PRIMASK, RO enable allinterrupts SR PRIMASK, RO

FAULTMASK: Similar to PRIMASK, but change the current priority levelto -1, so
that even hard fault hander is blocked

BASEPRI: Disable interrupts only with priority lower than the specified level

Disable all exceptions MOV RO #0x60
14

with a priority level higher
than Ox60 MSR BASEPRI, RO




Example: Single Interrupt

Program

Program
Stack

A WO M -~ O

IRQ
Priority Table

Pending

8

10

5

3

6

Base Priority

Active

256

0O
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Example: Single Interrupt

Interrupt on IRQ4

Program

IRQ
Priority Table 4 Pending
Program 0 8 1 010
Stack 1 10
2 3 4 Enabled
3 3 1 1] 1
4 6
Base Priority 4 Active
256 0 OO

79



Example: Single Interrupt

Interrupt on IRQ4

Program

ISR-1RQ #4

IRQ
Priority Table 4 Pending
Program 0 8 0 010
Stack 1 10
2 3] 4 Enabled
3 3 1 1] 1
4 6
Base Priority 4 Active
ISR - IRQ #4 5 1 o | o
Stack
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Example: Single Interrupt

Interrupt on IRQ4

Program

bx lrw

ISR-1RQ #4

Program
Stack

ISR - IRQ #4
Stack

A WO M -~ O

IRQ
Priority Table

8

10

5

3

6

Base Priority

6

4

Pending

Active

0O
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Example: Single Interrupt

Interrupt on IRQ4

bx lrw

ISR-1RQ #4

Program
Stack

ISR - IRQ #4
Stack

A WO M -~ O

IRQ
Priority Table

8

10

5

3

6

Base Priority

6

4

Pending

Active

0O
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Example: Single Interrupt

Interrupt on IRQ4 bx lrw

ISR-1RQ #4

IRQ
Priority Table 4 Pending 0
Program 0 8 0j]0]0]0]0
Stack 1 10
2 5 4 Enabled 0
3 3 101111
4 6
Base Priority 4 Active 0
256 0 0 0 OO0




Nest Interrupts / Preemption

Interrupt occurs with higher priority while CPU is handling another
Interrupt of lower importance (i.e. incoming request has a lower
priority number)

New interrupt will interrupt the current ISR

Will push a new ISR stack on the stack
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Example: Nested Interrupt

Interrupt on IRQ4

Stack IRQ

Priority Table 4 Pending

0 8 0 0 0 0
1 10
ISR - IRQ #4 2 5

3 3 1 1 1 1
4 6

Base Priority 4 Active
6 1 0 0 0




Example: Nested Interrupt

Interrupt on IRQ4 Interrupt on IRQ3

<, S

Stack IRQ

Priority Table 4 Pending

0 8 0 0 0 0
1 10
ISR - IRQ #4 2 5

3 3 1 1 1 1
4 6

Base Priority 4 Active
6 1 0 0 0




Example: Nested Interrupt

Interrupt on IRQ4

<,

Interrupt on IRQ3

\»

ISR-IRQ #4

Stack

ISR - IRQ #4
Stack

A WO M -~ O

IRQ
Priority Table

4

Pending

8

1

0

0

10

5

3

Enabled

6

1

1

Base Priority

Active

6

0
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Example: Nested Interrupt

Interrupt on IRQ4 Interrupt on IRQ3

ISR-1RQ #4 ISR-IRQ #3

Stack IRQ

Priority Table 4 Pending
0 8 0 0 0 0
1 10
ISR - IRQ #4 2 5
Stack 4 Enabled
3 3 1 1 1 1
4 6
Base Priority 4 Active
ISR - IRQ #3 3 ] 1 0 0
Stack




Example: Nested Interrupt

bx 1lr
Interrupt on IRQ4 Interrupt on IRQ3 /X
ISR-IRQ #4 ISR-IRQ #3

Stack IRQ

Priority Table 4 Pending
0 8 0 0 0 0
1 10
ISR - IRQ #4 2 5
Stack 4 Enabled
3 3 1 1 1 1
4 6
Base Priority 4 Active
ISR - IRQ #3 5 ] 0 0 0
Stack




Example: Nested Interrupt

bx 1lr
Interrupt on IRQ4 Interrupt on IRQ3 /X
ISR IRQ #4 ISR=IRQ #3 ISR IRQ #4

Stack IRQ

Priority Table 4 Pending 0
0 8 0 0 0 0 0
1 10
ISR - IRQ #4 2 5
Stack 4 Enabled 0
3 3 1 1 1 1 1
4 6
Base Priority 4 Active 0
6 1 0 0 0 0




Example: Nested Interrupt

bx 1r bx 1r
Interrupt on IRQ4 Interrupt on IRQ3 /X /X
ISR-IRQ #4 ISR-IRQ #3 ISR-IRQ #4

Stack IRQ

>

Priority Table 4 Pending 0
0 8 0 0 0 0 0
1 10
ISR - IRQ #4 2 5
Stack 4 Enabled 0
3 3 1 1 1 1 1
4 6
Base Priority 4 Active 0
256 0 0 0 0 0
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Tail Chaining

Same or lower importantinterrupt occurs while CPU is handling an
Interrupt of same/higher priority

New exception will enter pending state....but will be executed before

register unstacking (saving unnecessary unstacking/stacking
operations)
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Example: Tail Chaining

Interrupt on IRQ4

Stack IRQ

Priority Table 4 Pending

0 8 0 0 0 0
1 10
ISR - IRQ #4 2 5

Stack 4 Enabled

3 3 1 1 1 1

4 6
Base Priority 4 Active
6 1 0 0 0




=

Example: Tail Chaining Don’t preempt

Interrupt on IRQ#1 —

Interrupt on IRQ4 \

Stack IRQ

Priority Table 4 Pending 0
0 8 0 0 0 1 0
1 10
ISR - IRQ #4 2 5
Stack 4 Enabled 0
3 3 1 1 1 1 1
4 6
Base Priority 4 Active 0
6 1 0 0 0 0
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__————

Example: Tail Chaining Don’t unstack

Interrupton IRQ#1bx 1r =

Interrupt on IRQ4 \ \

Stack IRQ

Priority Table 4 Pending 0
0 8 0 0 0 1 0
1 10
ISR - IRQ #4 2 5
Stack 4 Enabled 0
3 3 1 1 1 1 1
4 6
Base Priority 4 Active 0
256 0 0 0 0 0
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Example: Tail Chaining

Interrupton IRQ#1pbx 1r

Interrupt on IRQ4 \ \
ISR-IRQ #4 ISR-IRQ #1

Stack IRQ

Priority Table 4 Pending

0 8 0 0 0 0
1 10
ISR - IRQ #1 2 5

Stack 4 Enabled

3 3 1 1 1 1

4 6
Base Priority 4 Active
10 0 0 0 1




Example: Tail Chaining

Interrupton IRQ#1pbx 1t bx 1r

Interrupt on IRQ4 \ \ \

Stack IRQ

Priority Table 4 Pending 0
0 8 0 0 0 0 0
1 10
ISR - IRQ #1 2 5
Stack 4 Enabled 0
3 3 1 1 1 1 1
4 6
Base Priority 4 Active 0
256 0 0 0 0 0




Late Arrivals

An exception occurs and stacking has started
Then another exception occurs before stacking completes

The second exception has higher preempt priority and will be
processed first
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Example: Late Arrivals

What happens if an interrupt occurs while you are stacking?

Interrupt on IRQ4

Stack IRQ

Priority Table 4 Pending
0 8 OO0 0] O
1 10
2 5 4 Enabled
3 3 1 1 1 1
4 6
Base Priority 4 Active
256 OO0 0| O




Example: Late Arrivals

Interrupt on IRQ3 —3’
Interrupt on IRQ4

Stack IRQ
Priority Table
8
10
5
3

6

A WO N = O

Base Priority
256

Pending

1

0

0

Enabled
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Example: Late Arrivals

Interrupton IRQ3 — Do we stack again?
Interrupt on IRQ4

Stack

A WO N = O

IRQ
Priority Table

4

Pending

8

1

0

0

10

5

3

Enabled

6

Base Priority

6
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Example: Late Arrivals

Interrupt on IRQ3 —34
Interrupt on IRQ4

Once stacking is complete,

find vector for the highest
priority pending
1\

Stack IRQ
Priority Table
8
10
5
3

6

A WO N = O

Base Priority
256

Pending

1

0

0

Enabled

1

1

Active
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Example: Late Arrivals

Interrupt on IRQ3 —3’
Interrupt on IRQ4

Stack IRQ
Priority Table
8
10
5
3

6

ISR - IRQ #3
Stack

A WO N = O

Base Priority
3

Pending

0

0

0

Enabled
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Example: Late Arrivals

Interrupt on IRQ3 —3’ bx 1lr

Interrupt on IRQ4\’

Stack IRQ
Priority Table
8
10
5
3

6

A WO N = O

Base Priority
3

Pending

0

0

0

Enabled
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Example: Late Arrivals

Interrupt on IRQ3 _N
Interrupt on IRQ4

(\>

ISR—-1RQ #3 ISR-1RQ #4

bx 1r

Stack

ISR -IRQ #4
Stack

A W = = O

IRQ
Priority Table

4

Pending

8

0

0

0

10

5

3

Enabled

6

Base Priority

4
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Example: Late Arrivals

Interrupt on IRQ3 —34

bx 1lr bx 1r
Interrupt on IRQ4\’
ISR-I1RQ #3 [ ISR-IRQ #4
Stack . !RQ
Priority Table 4 Pending
0 8 0 0 0 0
1 10
Sl SUHOEE 1 S 4 Enabled
Stack
3 3 1 1 1 1
4 6
Base Priority 4 Active
256 0 0 0 0 106




Interrupts

30 second

brainstorm

Cortex-M4 Processor Core

Interrupt Controller (NVIC)

Trace and Debug Interface

Arithmetic Logic Unit (ALU)

Instruction Fetch

Instruction Decoder

Register Bank

Memory Interface

I-CODE

D-CODE

System Bus

X
S
)
>
2}
3
a)
)
L
<

Instruction

n

How do we get an interrupt from a
peripheral to the core?

APB Peripherals

Data

n
>

—

AHB to APB

Timer
PWM
UART
Flash SPI
| Memory 12C
OpAmp
DCA
Advanced Peripheral

Bus (APB)

GPIO

Advanced High-performance

ADC
Camera

Bus (AHB) e

107




Nested Vector Interrupt Controller
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